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Thermostat?

IN 20 MIN
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Fitness tracker?
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Home automation device?




But... consumer privacy concerns are growing

2016 2017

My online/mobile behavior
could be tracked

My data could be permanently
recorded and accessible to
anyone

| do not understand who could
have access to my data

Base: 33,471 online adults
Source: Consumer Technographics North American Online Benchmark Surveys (Part 2), 2016 and 2017
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Welcome to the privacy-personalization paradox




35 /() are using an adblocker
1 8 /() are using a “tracker blocker”

47 /O say they would cancel a transaction due to

privacy concerns
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But attitudes & behaviors aren’t universal
Meet Forrester’s Consumer Privacy Personas




Privacy
awareness

Reads privacy
policies

Aware that
companies buy
and sell their
information

Protective
behaviors

Cancels online
transactions
because of the
privacy policy

Uses tools to
protect their
online privacy

Information
sharing

Willing to share
personal
information with
companies

Comfortable with
sharing location
data

Trust/concern Technology

“Technology is
important to me”

Number of
companies that
they trust with their
personal
information

Level of concern
with using
internet-connected
devices

Source: Use Forrester's Consumer Privacy Segmentation To Understand Your Customers And Build Trust
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0 ®

Data-Savvy Reckless Nervous
Digitals Rebels Nellies
Most likely to share Take the fewest Scared, but don’t
location data... and measures to protect  know how to protect
to have canceled a their privacy. But themselves. We
transaction due to they don’t stay forgot them when
privacy policy. Rebels forever. we built the internet.

Source: Consumer Technographics North American Online Benchmark Survey (Part 2), 2017
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Skeptical
Protectionists

Watched consumer
internet grow up, and
now they don’t trust it
— at all. They have
the most to lose.



US Consumer Privacy Profile in 2017

@ ®

Data-Savvy Reckless Nervous Skeptical
Digitals Rebels Nellies Protectionists

34% P 12%|  23%

Source: Consumer Technographics North American Online Benchmark Survey (Part 2), 2017
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How did we get here?




SERIOUSLY.

iR
Global digital L e{U]:{[e VL. B Marketing
marketing agency |_ S e e —1 database vendor

Shop Now

DMP finds Email vendor Tag management ! Web analvtics
audience deploys follow- tool identifies tool measures
online . [~ up emails_ repeat visitor response

Data onboarding vendor
connects online & offline
first-party data

Cross-device identity
vendor pools second-
party cookie data

Data broker provides third-
party demographic data
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Thank you for choosing Walgreens for your prescriptions. We'ra writing to share some information
dinical research study that may be of interest to you.

Research studies contribute greatly to the overall progress in understanding and treating diseases
supports that mission. AcurianHealth, a research organization that provides services related to clini
currently seeking people to participate in a study pertaining to a treatment for Chronic Obstructive
Disease (COPD).
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And we ended up shattering customer trust

23% 21% 19%

14%

11 -1

Trust TV Trust Email Trust Social Trust
Advertising Marketing Media Posts Online Ads

Base: 58,583 US Online Adults
Source: Forrester’s North American Consumer Technographics Online Benchmark Survey (Part 1), 2016




Where do we go from here?




It’s time to focus on rebuilding trust

Trust




Understand the three drivers of trust

w Do

Integrity Competence Transparency
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Align trust’s role within your brand values

l

360

Product

|' Your

Your market
determines
the value of
trust for
your brand
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Determine your cultural investment in trust

Competitive
Disruption

Competitive Parity

The Bare Minimum
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