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RECOMMENDATIONS FOR BOARDS OF DIRECTORS

1. Create Governance Structure
2. Research Threats

3. Prioritize Information Assets
4. Perform a Risk Analysis

5. Create a Security Plan Tied to a Technology Acquisition Strategy
6. Engage Third Parties Appropriately (legal, technical, procedural)

7. Request Regular Updates and Adjust Accordingly

8. Test the Response Plan

9. Maintain Appropriate Insurance Coverage
10. Regular Training for Employees, Vendors, and Other Third Parties



QUESTIONS BOARDS SHOULD CONSIDER ASKING

1. Has Management identified known risks to the Company?
A. cybercrime, accidental failure, insider threat, nation-state attack,
Issue-based attack, or other
What are the crown jewels?
Biggest vulnerabilities? (IT Systems, people, third parties)
CS Legal obligations (from regulators or customer contracts)
CS events within company or in its sector?
What CS testing has been done?
. Progress along maturity model.
Others?
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2. Are appropriate safeguards in place?
A. (Program, resources, training, vendors, etc.).
B. Insurance in place?

3. Can management detect cybersecurity incidents?

4. Has management implemented an IR plan?

5. Is there a plan to recover and restore after an incident?



HIGH LEVEL DATA BREACH CHECKLIST

Data Breach — Checklist of Initial Steps

i Teame” Legal, IT, HE, ComplianceSecurity, Public Affairs, Outside Expert.

Send email from management to team, addressing needs and lines of authority.
Frepare memao of relevant lawi(s) and contractual ohligations.

Frepare "Fed Flags" memo, describing events that need to bhe escalated. R

Distribute expected timeline of events to the team.

Create contact lists of a) team members, b) affected partners, 3™ parties.
Create list of needed facilities and equipment.

Identify your most critical data locations (e.g. credit card server).
Distribute backup schedule for key data; test time it takes to restare data. ‘/’"
Feview current user list to see if it's current (purge old accounts).
Centralize administration of computer logs.

Synchronize network clock times.

0 revievy duties and first steps in the event of a breach.

When a Breach Occurs:.
Fresednble team distrTe list of responsibilities.
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Linhook infected machines (pull network cord from wall, leave power on).



ANATOMY OF AN
INCIDENT



TYPES OF “INCIDENTS”
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PROCESS OVERVIEW

 Test interview reports via sampling.
* Analyze log files/Set up sniffers

* Review memory/virtual memory.

* Analyze hard drives.

* Analyze and reverse malware code.
* Review live traffic captures.

» Scan hosts for IOCs

 Remediate

* Repeat as needed




BREACH RESPONSE TIMELINE

Rebuild Drives

Preservation
(2-5 days)

Forensic Analysis
(10-14 days)

Malware Analysis
(4-7 Days)

Scanning
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LOG ANALYSIS

Analyze available network logs

) 16 matching events i save search | Build report
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NETWORK SNIFFING

Set up network sniffers to evaluate ongoing activity, capture packets, etc:

P omniPeek - =X
File Edit View Capture Send Monitor Tools ‘Window Help WildPackets OmniPeek

P UL ORERE R ATROEME SLiRIOBE

4 Start Page Capture 1 x P

Packets received: 1,204,015 Buffer usage: 110% s—————————————— M
Packets filtered: 1,204,015 Filter state: <= Accept all packets
il ]
Dashboards Flows analyzed: 3,765 Flows recycled: 0 2. @ A
Metwork Events detected: 9,432 Packets dropped: 0 R 2 0
Voi;e & Video Client Addr Server addr Flows Events Packets Bytes DA
hpox 0 0.0.00 0.0.0.0 3 0 9 1964 0:02:22.¢6
Capture g
| Packets 1} 0.0.0,0 1P Broadcast 1 u] 22 7612 0:05:14.¢€
Filters i+ 10.3.2.67 10.4.58.6 114 0.c
Expert - @010.3.5.87 10.4.3.45 B, | Expand Al 14872 0:08:10.
b Hierarchy 1} 10.4.1.8 10.4.58.81 = 197 0.c
Flat ) Collapse Al
- + ®10.4.2.100 10.4.255.255 494 0.c
wg:"p"cat'c'” O 810.4.2.116 10.4.58.3 | save Flow Statistics... 6332 0:06:45.1
RIS + 10.4.2.116 10.4.58.6 22822 0:08:00.C
s # 0 #10.4.2.116 10.4,255,255 Select Related Packets y 2798 0:03:33.0
& Ao -
Pages £ 10.4.2.116 66.225.,202.210 Vill:show nikess Naimes 134588 0:02:36.2
Requests £Y 10.4.2.116 66.225.202.213 ‘/ 10701 0:01:35.€
Voice & Video H @010.4.2.116 £9.90.236.49 Show Bact: Names 54606 0:08:30.0 Y
< >
;all: S Make Filter... =
edia 4 Details Event Summary Event Log p
visuals dh  Insert Into Mame Table..,
e Map Client Server C->5bps 5-
Bah Name 10.3.2.21 10.4.58.3 % Resolye Names -
2 p Metwork Address 10.3.2.21 10.4.58.3 -
Sta::s;ms Packets Sent 1 0 Expert View Options. .. 5
o8 _Bytes sent 66 0 "’f Metwork Policy. .. 1
Protocols Average Size (Bytes) 66 -
Summary First Packet Time 1/12/2009 14:44:54 - 1 ’gj EventFinder Settings. ..
Last Packet Time 1/12§2009 14:44:54 - :
Routed Hops i -
TCP Min Window - -
TCP Max Window - -
Capturing 83 Local Area Connection Packets: 88,723 Duration: | 0:09:06

For Help, press F1

B3 wireless Network Connection | Channel: 124 - 5620 MHz (8) | .




INVESTIGATE SUSPICIOUS INTERNET ACTIVITY

Inamet Evadence Finder v0.0.0 T

Eile Jook Licensing Help

INTERNET
EVIDENCE

FINDER.

Copyright © 2005-2011 JADsoftware o

Search in Progress

Facebook® chat messages: 2
Yahoo!® chat messages: 0
WLM/MSNE chat messages: 304
Google Talk® chat fragments: 0
Yalhvoo!® Webhat fragments: 0
AME chat ogs: 2
Messenger Plus!® chatiogs: 0
MySpace® chat:
B2bo® chat messages: 0
Gmail® email fragments: &3
Hotma®® webmall fragments 32
Yaheo!® Webmall fragments: 45
Facebook® Emall “Salppets™: I3
Yahoo!® noo-encrypted chat: 0
MIRCE chat logs:

Currently searching:
C: Unallocated Clusters

JADsoftware Inc.

Lcensed to: lad's IEF Wi Key

The saarch 1S now undsrway., On this soreen you can monitor the progress of the

search and the number of artifacts that have been recovered.
Pease note that If the user Interface becomas unresponsive at times this & due to
the nature of the data being processed at that time and these

Interruptions are only temporary, ‘ Melp

Current Search: Full Search (Unallocated Clusters stage)

Facebook® web page fragments: 0

IES InPrivate/Recovery URLs

Limewire® v5.2.8 - v5.5.16 search items: 0
Limewire.props files: 1

Yahoo! messenges® Group Chat 0

Gmads Parsed Emal Snippets:

Frostwire props files: ©

Progress Stats
GB ssarchad: 105944
GH remaining: 7.2%1

Time olagsad: 00:32:14
Time remaining: 00c21:25

e 342 MB /i
Twitter® status artifacts: 0
LimewiraE //Frostwire® 4. x.x search items: ©
Firefox® places.sqlite history artifacts: 79
Firefox® formhistory.salite artifacts: 8 =
Firefax® sessionstore. |s artifacts: &86 Lancel
Facebook ® Status Undates/ Wall Posts: 5S4
c k@ € <P Pause
Acebook® Emails: 3
Yahoo!® disgnostic logs artifacts: 0

View Search Summary




FORENSIC ANALYSIS




ACTIVE MEMORY ANALYSIS

Volatile Data Capture

Capturing physical
memory may reveal
processes not normally
seen by user or IT.

ProcH PPID PID
8] 0 Q
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System
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winlogon.exe
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winlogon.exs
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services. exe
Isass. exe
dd.exe
el b eooe
svchostexes
spoolsy.es
AN SYNIMEres
sVChosLexs
MEgsyC.axe
M5Task.exe
dfrws2 005.exe
Weirar.ee
Ayconsol.emxe
LIMGR32.EXE
W¥InM gmic.exe
Explorar.Exe
ointexes
HE=zerv.exa
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CragDiropuexs
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JogSeryd.exea
Apnren. e e
cmd. e
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FORENSIC ANALYSIS

SEARCH for Deleted Data
Deleted Files: Hacker’s Toolkit

MName+

@ EraselLog.vbs+
—JAFindPass.exe+

C ] Letmeibexe-&-
S|UstAdmins. vbs+
" INetsvc.exe+
__IMETVIEWX.EXE+
" IPsexec.exe+
—IPsKill.exe+
—_JPsloggedon.exe+
—_Ipspasswd.exe+
__IPulist.exe+
) rasmon.dil+
" Irasmon.exe+

@] Sqglrcmd, asp+

Tvpe

YBScript Script File
Application
Application
YBScript Script File
Application
Application
Application
Application
Application
Application
Application
Application Extension
Application

ASP File

Size
1,109
17,408
18,432
1,213
14,336
40,960
a0,112
26,6249
45,056
57,344
55,296
4,603
16,384
4,004



SEARCH FOR COMPROMISED/EXFILTRATED DATA TYPES

Social securlty

SSN, Somal Securlty Number, socsec,’ etc.

number:

Credit card number:
5411222233334444 = 5.41122E+15 In scientific notation

Unsearchables:

SSN 000-00-1234
SSN 000-00-5678
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MALWARE REVERSE ENGINEERING

Proces PlD
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NETWORK SCANNING

Scan hosts for Indicators of Compromise (“IOCs” |
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LARGE SCALE ONSITE RESPONSE
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TEAM APPROACH

IR Team
Lead IT Leader
IR
ENGAGEMENT
MANAGER
[ 1
Network Forensic Malware
Analysis Analysis Analysis
Team Lead Team Lead Team Lead
| I |
| | | | I I
=0y . Host Based SIS Dynamic
Acquisition Live Capture Media Analysis Analvsis
Analysis (Reverse y

Engineering)
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