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LEVEL SET: BOARD AND 

MANAGEMENT 

CONSIDERATIONS



RECOMMENDATIONS FOR BOARDS OF DIRECTORS

10. Regular Training for Employees, Vendors, and Other Third Parties

9.  Maintain Appropriate Insurance Coverage

8.  Test the Response Plan

7.  Request Regular Updates and Adjust Accordingly

6.  Engage Third Parties Appropriately (legal, technical, procedural)

5.  Create a Security Plan Tied to a Technology Acquisition Strategy

4.  Perform a Risk Analysis

3.  Prioritize Information Assets

2. Research Threats

1. Create Governance Structure



QUESTIONS BOARDS SHOULD CONSIDER ASKING

1. Has Management identified known risks to the Company?

A. cybercrime, accidental failure, insider threat, nation-state attack, 

issue-based attack, or other 

B. What are the crown jewels?

C. Biggest vulnerabilities?  (IT Systems, people, third parties)

D. CS Legal obligations (from regulators or customer contracts)

E. CS events within company or in its sector?

F. What CS testing has been done?

G. Progress along maturity model.

H. Others?

2. Are appropriate safeguards in place? 

A. (Program, resources, training, vendors, etc.).  

B. Insurance in place?

3. Can management detect cybersecurity incidents?

4. Has management implemented an IR plan?

5. Is there a plan to recover and restore after an incident?



HIGH LEVEL DATA BREACH CHECKLIST



ANATOMY OF AN 

INCIDENT



TYPES OF “INCIDENTS”

 Data Breach

 Advanced Persistent 

Threat

 Lost Laptops, Servers,

Backup Tapes

 Leaks of Confidential 

Information

 Theft of IP & Trade 

Secrets

 Identity Theft

 Industrial Espionage

 Hacks, Unauthorized 

Access, Exceeding 

Authorized Access

 Spyware & Other Invasive 

Software

 Botnets and Malicious 

Code

 Denial-of-Service 

(“DDoS”)

 Cyber-extortion & Cyber-

harassment

 Click Fraud & Affiliate 

Marketing Fraud

High-tech and investigative experts respond to, 

remediate, and help resolve an array of cyber-

related incidents including:  



SCENARIO



PROCESS OVERVIEW

• Test interview reports via sampling.

• Analyze log files/Set up sniffers

• Review memory/virtual memory.

• Analyze hard drives.

• Analyze and reverse malware code.

• Review live traffic captures.

• Scan hosts for IOCs

• Remediate

• Repeat as needed



BREACH  RESPONSE TIMELINE

1 5 10 15 20

DAYS

Rebuild Drives



LOG ANALYSIS

Analyze available network logs



NETWORK SNIFFING

Set up network sniffers to evaluate ongoing activity, capture packets, etc:



INVESTIGATE SUSPICIOUS INTERNET ACTIVITY



FORENSIC ANALYSIS



ACTIVE MEMORY ANALYSIS

Volatile Data Capture 

Capturing physical

memory may reveal

processes not normally

seen by user or IT.



FORENSIC ANALYSIS

Deleted Files: Hacker’s Toolkit

SEARCH for Deleted Data
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Social security number: 
=== - == - ====, === == ====, ========, 

“SSN, Social Security Number, socsec,” etc.

Credit card number:

5411222233334444 = 5.41122E+15 in scientific notation

Unsearchables:

SSN   000-00-1234

SSN   000-00-5678

SEARCH FOR COMPROMISED/EXFILTRATED DATA TYPES



MALWARE REVERSE ENGINEERING

Malware Code Analysis



NETWORK SCANNING

Scan hosts for Indicators of Compromise (“IOCs”)



LARGE SCALE  ONSITE RESPONSE
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